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The Imperative to Deliver Modern Apps

Business expectations for application software are on the rise. 
Whether internal employees or end customers, all users want new 
features regularly, with no downtime or outages in between. 

Yet decades of incremental additions to legacy apps have killed 
flexibility. Today’s critical apps require weeks, if not months, to test 
and deploy. Legacy apps have become big balls of mud.

Meanwhile, IT organizations still put up barriers between their 
operations and app dev teams, and these same shops are 
missing the opportunity to use cloud-native platforms that get 
them out of the business of managing infrastructure for a living. 

The status quo is no longer an option. The move to cloud and a 
more modern approach to apps presents enormous business 
opportunity. This report offers an assessment of where U.S. 
enterprises are on their journeys to modern apps.
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Study Highlights 

The number one IT priority of 
enterprises is to deliver better 
quality software, faster. And 
78% of firms want to better 
incorporate security into 
more apps projects

Nearly half of companies 
report that their infrastructure 
can’t keep up with app dev 
needs; as a result, 50% are 
working on a hybrid cloud 
model and 21% moving almost 
everything to the public cloud

48% of companies are 
adopting DevOps practices, 
and 76% of the most 
successful DevOps initiatives 
involve executive sponsorship

Adoption of containers and 
container orchestration 
lag, with 33% of companies 
having an active project 
underway

45% cite legacy complexity 
and rigidity as the biggest 
barrier to modern apps, 
followed closely by 
dissatisfaction with  
system integrators and 
internal skill sets

50% of enterprises feel that 
they’ve improved software 
security over the last 12 
months, more than the 
number who feel they’ve 
improved software quality
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About the Study
This report is based on the results of a survey administered by 
Hanover Research on behalf of AHEAD. The survey was conducted 
in April of 2020. The analysis includes 308 responses after data 
cleaning and quality control.  

Respondent Qualifications:
 > Employed by a U.S.-based company of 1,000+ employees  

 > Analyst title and above with focus on application development 

 > Works in a digital business/technology, information technology, 
product management/development, or research and development role 

 > Key IT decision maker with influence on IT spend and decision making 
within application development and custom enterprise software 
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Key Findings 

How important is it that your company improves in the 
following areas over the next 12 months?    

Priorities and Challenges 

“1” represents the highest priority and “7” represents the lowest

1.00 2.00 3.00 4.00 5.00 6.00 7.00

3.24

3.49

3.51

3.70

4.29

4.66

5.12Application portfolio 
rationalization

Adopt an effective hybrid 
cloud strategy

Meeting the needs of the 
business faster

Integrate security into more IT 
projects and ops

Automate wherever and 
whenever possible

Run IT with more controls 
and insights

Deliver better quality 
software, faster

Cloud Strategies  
are Maturing 

A telling data point here 
is the relatively low 
priority of hybrid cloud 
strategy development. 
This is likely because 
many enterprises have 
already or are currently 
making the leap to cloud 
and therefore have more 
mature cloud strategies 
in place. 

It wasn’t too long ago 
that companies were 
constructing hybrid 
cloud strategies where 
applications and services 
would run in the cloud 
and data would reside on 
premise. Today, we see 
more organizations with 
both a private and public 
cloud option where data 
storage is more flexible. 
If data needs to reside on 
premises, applications 
and services are placed 
on the private cloud 
and if there are no data 
restrictions, the public 
cloud can come into play. 
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82%

79%

78%

75%

72%

72%

70%

Application portfolio 
rationalization

Adopt an effective hybrid 
cloud strategy

Meeting the needs of the 
business faster

Integrate security into more IT 
projects and ops

Automate wherever and 
whenever possible

Run IT with more controls 
and insights

Deliver better quality 
software, faster

Rank the following focus areas from most to least:

Priorities and Challenges 

Enterprise IT organizations have a full agenda 
for the next 12 months, with many seeking 
improvements across the board.

While a full 82% want to meet the needs of the business 
faster, organizations are placing higher importance 

on delivering software, intelligent IT operations, and 
automation. These more actionable focus areas are likely 
how enterprises are operationalizing the broader goal of 
“meeting the needs of the business.” Speed is the driver, 
coupled with increasing application quality—which, when 
combined, deliver on business needs.



Decades of incremental 
additions to core 

apps have eliminated 
flexibility and fluidity.

Ineffective application 
architectures slow you 

down!

Today’s critical apps 
require weeks, if not 
months, to manually 

regression test. These 
apps often take multiple 

days to deploy. 

Ineffective testing & 
deployment cycles slow 

you down! 

IT orgs remain siloed and 
very few Operations and 
App Development teams 
work together in unison 

and partnership.

Ineffective collaboration 
slows you down!

IT shops are missing the 
opportunity to leverage 
cloud native platforms 

that get them out of the 
business of managing 

enterprise infrastructure.

Ineffective effort slows 
you down!

The Enterprise’s Speed Problem

Incremental 
Monolithic Design

Arduous 
Regression & 
Deployment

Siloed 
Collaboration 
(Dev vs. Ops)

Wrestling 
Enterprise 

Infrastructure 

Today’s enterprises are bogged down with slow, outdated infrastructure and legacy apps that 
make it hard to compete with agile, born-in-the-cloud companies.
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Modern Apps Fix the Speed Problem

Cloud Native Apps 
(Microservices)

TDD & CI/CD 
Pipelines

DevOps Cloud Native 
Platforms

Distributed and 
decentralized cloud-

native apps composed 
of microservices that can 
be deployed and scaled 

independent of each other

A test-driven app 
development approach that 

advocates frequent and 
automated integration and 
enables delivery to target 
environments, including 

production 

A collaboration first driven 
methodology centered 
around predictability, 

speed and alignment of 
priorities to meet customer 

expectations 

A strategic shift away from 
traditional infrastructure 

deployments toward cloud 
native platforms that do the 

hard work for you 

Incremental 
Monolithic Design

Arduous 
Regression & 
Deployment

Siloed 
Collaboration 
(Dev vs. Ops)

Wrestling 
Enterprise 

Infrastructure 
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AHEAD sees four critical solution areas to address the inflexibility presented by 
legacy apps and infrastructure.
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In which of the following areas does your organization 
have active projects underway? 

0% 20% 40% 60% 80% 100%

59%

54%

48%

47%

43%

37%

33%

Rolling out continuous integration 
and deployment (CI/CD)

Refactoring applications 
for cloud

Migrating applications to cloud

Engaging security earlier in 
development (DevSecOps)

Adopting DevOps 
practices and culture

Developing cloud-native 
applications (greenfield)

Deploying automation to 
speed up application releases

Adopting containers and 
container orchestration

None of the above 5%

48%

Enterprises are following through with their plans. More than half have active projects 
in cloud migration and automation, with security and DevOps adoption not far behind.  

However, the high focus on simply migrating applications to the cloud and lower 
importance of more modern efforts such as CI/CD, containers, and refactoring for 
the cloud reveals a prominent problem within enterprises—the fallacy that lift & shift 
cloud migrations provide value to organizations. The reality is that these types of 
migrations simply further complicate infrastructure and add cost to the total cost  
of ownership. 

Containers 
Haven’t Yet  
Taken Off  

The most nascent area 
is container adoption 
and orchestration which, 
tellingly, has the fewest 
active projects. This is 
most likely because 
containers technology 
is relatively new and 
suffering from the 
lingering confusion and 
uncertainty about where 
to start that emerging 
technologies often 
experience. 
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I wish more CTOs understood that 
a “lift-and-shift” cloud migration 
is not a stepping stone to a better 

architecture; it’s a delay tactic. 
And an expensive one. 

F O R R E S T  B R A Z E A L
cloud thought leader and author

Source: Twitter
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What barriers to application modernization success does 
your organization face? 

0% 10% 20% 30% 40% 50%

45%

39%

35%

28%

25%

12%

Lack of overarching 
strategy

We do not face any barriers

Too much complexity or risk when 
modernizing legacy applications

Lack of applicable internal skill 
sets

Tools/platforms not meeting 
expectations

Lack of funding

System integrators/service providers 
not meeting expectations

39%

Under $1 Billion: 28%
$1 - Under $5 Billion: 16%
$5 Billion +: 31%

Like any other initiative, application modernization has its own set of challenges. 
25% of enterprises don’t have an overarching strategy for modernizing applications. 
This number increases to 31% when looking at companies with $5 billion or more in 
revenue. Previous research* has shown that digital transformation projects are more 
likely to be successful if led by a strategy. Investing in a strategy before embarking on 
any IT project will save time and money. 

*AHEAD’s 2020 State of Digital Transformation Report 

Choose the Right 
Service Provider 
for the Job 

39% of enterprises feel 
their systems integrators 
and service providers 
are not meeting 
expectations. This is 
reflective of the, “What 
got you to where you 
are won’t get you to 
where you want to go” 
effect. The desire to 
ditch bad habits, update 
architecture, and do 
away with technical 
debt must be coupled 
with a willingness to 
explore and adopt new 
service providers that 
understand how to 
perform application 
modernization at scale.
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Things Are Getting Complicated 
In a rush to simply get things done, enterprise IT landscapes are beginning to look more and 
more complex 

Platforms: Applications: 

 > Random acts of cloud 

 > Platform and tooling sprawl 

 > Still patching & wrestling legacy 
infrastructure 

 > Existing platforms turning end-of-life

 > Legacy applications are painful to maintain 
and update 

 > Business demands on mission critical systems 
only growing 

 > Abundance of point-to-point integrations 
(very  little app/service reuse) 

 > Lack of experience using modern frameworks 
and methods

The answer is a holistic strategy.
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0% 10% 20% 30% 40% 50%

49%

43%

4%

3%

Healthy, infrastructure satisfies or exceeds 
the demands of the applications function

Unhealthy relationship 
between the two functions

There is no relationship 
between the two functions

Healthy, but infrastructure is not keeping up with 
the demands of the applications function

Sponsored DevOps: 64%
Unsponsored DevOps: 29%

Sponsored DevOps: 33%
Unsponsored DevOps: 30%

What is the relationship between Applications and Infrastructure functions within 
your organization? 

43% admit that their infrastructure teams do not keep up 
with application demands. Ticket-driven IT still sets the 
pace for many infrastructure teams. These teams are 
feeling the pressure internally to meet the demands and 
“compete” with public cloud. 

Executive buy-in seems to remedy this with the majority 
(64%) of those with executive DevOps sponsorships citing 
a satisfying relationship. This speaks to how interwoven 
DevOps is across IT and the level of collaboration required 
to make it successful. 

An interesting aspect of this is the disparity between the 
opinion of the applications team and the infrastructure 
team. The applications-focused respondents of this study 
disagree with the infrastructure-focused respondents of 
previous research* in which 87% said infrastructure was 
able to keep up with the demands of applications. It’s 
important to keep in mind that in the application developer’s 
mind, “good” is having the tools needed to do their job in 
real-time while infrastructure continues to be ticket driven. 

*AHEAD’s 2020 State of Digital Transformation Report 
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0% 20% 40% 60% 80% 100%

43%

40%

42%

37%Faster delivery of new 
software or new features

Infrastructure’s ability to support 
application development

Ability of applications to 
meet business needs

Improved software quality

Visibility into application 
performance

Improved security 
of software

42%

42%

29% 71%

27% 69%

25% 68%

26% 66%

26%

65%

64%

23%

Very satisfied

Extremely satisfied

How satisfied is your company with the following aspects of application development? 

Application Development 

Despite the high focus on faster delivery, it still ranks 
low on satisfaction. And when applications are delivered, 
visibility into app performance is relatively low. The 
promise of DevOps can be elusive if the right strategy 
and structure isn’t put into place to facilitate application 
delivery. This also applies to performance visibility—if you 

can’t see how well applications are performing it’s hard 
to know if they are meeting goals. The answer here is not 
just insights, but intelligent insights that provide a glimpse 
into what is happening, why it’s happening and how it’s 
affecting the business.
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When it comes to modernizing application software and 
cloud-native approaches, which of the following are 
critical priorities for your business? 

0% 10% 20% 30% 40% 50%

49%

46%

45%

38%

25%

6%

Pursuing a containers strategy

We do not have any critical priorities when it 
comes to improving application software

Modernizing legacy applications 
(i.e, Brownfield approach)

Finding talent that have the 
application software skills needed

Developing cloud-native applications using 
microservices (i.e., greenfield approach)

Consolidating tools and vendors

Adopting DevOps practices and tooling

45%

Other 1%

Under $1 Billion: 51%
$1 - Under $5 Billion: 26%
$5 Billion +: 32%

Brownfield app modernization is clearly a top priority, yet at the same time,  
dealing with the legacy environment is complex, with tool and vendor consolidation 
added hurdles. 

Training Remedies 
the Skills Gap  

The skills gap is making 
itself known here with 
45% saying finding talent 
with appropriate skills is 
a critical priority. 

Every company in the 
world is fighting for the 
same “new” talent when 
in reality organizations 
must also think about 
how they enable/train 
their existing workforce.  
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Modern Apps vs App Modernization 

Greenfield Apps
CLOUD NATIVE 

Brownfield Apps
MODERNIZATION

 > New, very little early visibility 

 > Small to medium sized integration to  
core systems 

 > Rarely mission critical 

 > Few constraints, more open decisions

 > Monolithic architecture 

 > Often a money maker 

 > High visibility 

 > Numerous constraints and complexity 

 > Fragile deployment process 

 > Typically leverages old technologies and tools

It’s very easy to build greenfield apps, but much of the expected benefit  
(and pain) will come from modernizing legacy apps. 
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0% 10% 20% 30% 40% 50%

31%

25%

22%

19%

18%

10%We do not face any challenges

Rolling back software releases due to quality issues

23%

35%

29%

23%

20%

18%

15%

23%

Outages for releases or patches frustrate business users

Business units develop software on their own

App teams spend too much time on infrastructure

App Dev can’t keep up with demand for new features

Silos between applications and infrastructure teams

Can’t find enough employees with the skills needed

Unsure to rebuild or replace legacy software

Infrastructure can’t keep up with demand for new features

Too much custom software

Test and release processes take too long

Current IT processes take too much time

Legacy software is inflexible and complex

Which application software challenges does your company currently face? 

The majority of application challenges faced by enterprises 
are around the inefficiencies and complexities of 
infrastructure and processes.  

This is the true challenge of legacy software—that it takes 
time to unwind decades of intertwined processes and 
components. 
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0% 10% 20% 30% 40% 50%

44%

39%

36%

33%

24%

5%

Decreased system complexity

We have not experienced any benefits

Improved developer productivity

Lower costs

Accelerated digital complexity

Faster delivery of new digital products and services

37%

Faster delivery of new features

Improved software quality

Improved software security 50%

48%
Sponsored DevOps: 57%
Unsponsored DevOps: 38%

Sponsored DevOps: 49%
Unsponsored DevOps: 34%

Which of the following benefits has your company experienced over the past 12 
months in its efforts to modernize software? 

Immense improvements in security and software quality (particularly among those with executive sponsorship) speak to 
the value of application modernization. Notable is the more than 1/3 of companies that have seen cost savings. 
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0% 20% 40% 60% 80% 100%

54%

51%

6%

Public cloud (AWS, Azure, GCP, etc.)

Multi-cloud (adopting multiple 
public cloud providers)

We have not adopted a cloud 
computing approach

Private cloud (applying public 
cloud principles to the data center)

50%Hybrid cloud (operating a blend 
of public and private cloud)

31%

Which of the following cloud computing approaches does your company currently 
use? (multiple responses accepted)

Cloud Adoption 

We see diverse cloud models, with 50% adopting hybrid cloud and 31% adopting multi-cloud. 

Organizations take different approaches based on needs, whether that be driven by data gravity, provider affinity, privacy, or 
other reasons.
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0% 10% 20% 30% 40% 50%

50%

21%

5%

IT is driving a hybrid cloud approach (mix 
of public and private infrastructure)

We don’t use public cloud 
anywhere in the company

Unsure

IT is moving almost 
everything to public cloud

16%Business units use public cloud at 
their discretion, but IT isn’t involved

8%

Which of the following best describes your company’s approach to public cloud? 

21% of companies are moving “almost everything” to the public cloud. Only 16% say business 
units are going alone with public cloud. 

Enterprises are learning that IT is a driver to transformation and must be involved in infrastructure decisions at every level 
of the business. 
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0% 20% 40% 60% 80% 100%

68%

15%

9%

8%

Yes

Unsure

No, we do not have a strategy

No, we have a strategy but no adherence

Does your company adhere to an overarching strategy guiding public 
cloud adoption? 

Organizations that adopt public cloud the right way follow a documented strategy that guides their cloud journey. 
Adopting public cloud without a proper strategy in place invites operational, efficiency, and even security challenges.
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24% No

62% Yes

14% Unsure

Is there a dedicated Cloud Center of Excellence to guide successful cloud adoption? 

Many companies have learned the hard way that successful cloud adoption requires oversight and cross-functional 
participation. The relatively high rate of CCoE adoption (62%) speaks to the maturation of cloud and an appreciation of the 
value of executive sponsorship.
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Yes, our organization does 
have a dedicated Cloud 

Center of Excellence

Yes, our organization does have 
an overarching strategy guiding 

public cloud adoption

Our organization does have an 
overarching strategy guiding 

public cloud adoption, but we do 
not adhere to it

No, our organizations does not 
have an overarching strategy 

guiding public cloud adoption.

0%

20%

40%

60%

80%

100%
47

%

29
%

78
%

40
%

56
%

84
%

29
%

30
%

10
%

57
%

30
%

2%

23
%

7%

40
%

0%

Healthy, infrastructure satisfies or exceeds 
the demands of the applications function

Healthy, but infrastructure is not keeping up 
with the demands of the applications function

Unhealthy relationship 
between the two functions

There is no relationship 
between the two functions

No, our organization does 
not have a dedicated Cloud 

Center of Excellence

12
%

57
%60

%

35
%

Organizations with satisfactory relationships between applications and infrastructure teams are much more likely to 
have Cloud Centers of Excellence and/or overarching public cloud strategies in place. This points to the reciprocal power 
between providing internal resources and achieving DevOps success.

Does your company have a dedicated Cloud Center of Excellence/strategy guiding 
public cloud adoption?
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0% 20% 40% 60% 80% 100%

9%

4%

Lack of expertise to manage public cloud

Aversion to change within the IT department

Legacy applications can’t move

Aversion to change outside of the IT department

Lack of an understanding of how cloud works

Concerns with cost overruns

13%

Lack of skill sets

Preference  for private cloud

Security concerns 83%

65%

4%

4%

13%

13%

For what reason(s) has your company not adopted public cloud?

Security concerns are still lingering, despite the maturation of public cloud adoption. There still exists a lack of 
understanding of basic platform security controls as they apply to the public cloud. And, closely related, there is a lack of 
governance policy and guidance around controlling the assets within public cloud. 
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0% 20% 40% 60% 80% 100%

56%

21%

2%

Yes, with executive 
sponsorship and buy in

Unsure

Unclear what DevOps is

Yes, but without executive 
sponsorship or buy in (i.e, grass roots)

12%No

9%

Is there an active DevOps initiative at your company? 

DevOps Initiatives 
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0%

20%

40%

60%

80%

100%

29
%

5%
28

%
38

% Extremely satisfied

Very satisfied

Somewhat satisfied

Slightly satisfied

Sponsored DevOps: 76%
Unsponsored DevOps: 40%

How satisfied is your company with the results of DevOps? 

The majority of companies have adopted a DevOps approach at some level, however there is still confusion around what 
DevOps actually means. Some IT organizations define DevOps as nothing less than full cooperation between software and 
operations teams. Some other organizations may slap the DevOps label on an Agile approach.  
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AHEAD for Modern Apps and DevOps

Mobile 
Applications

Predictive 
Analytics

AI & Machine 
Learning

Customer 
Experience

Internet of 
Things

Digital 
Products

INNOVATEMODERN APPLICATIONS

INTELLIGENT OPERATIONS

ENTERPRISE CLOUD INFRASTRUCTURE

RUN

BUILD

DIGITAL 
BUSINESS
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Modern Apps & DevOps

Build Greenfield  
Cloud Native Apps

We build new mission 
critical apps and digital 
products that are cloud 

native; built to scale 
horizontally with ease and 

decoupled to ensure agility 
and flexibility.

Modernize Legacy 
Apps for Cloud

We decompose existing 
monolithic apps and 
factor them to cloud 

native architectures in 
order to prepare them for 
deployment to enterprise 

cloud.

Automate Cloud 
Apps and Platforms

We introduce enterprise IT 
to DevOps practices that 

get organizations educated 
on building, deploying and 

managing modern apps 
and platforms in a cloud 

native world.
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How We Help

End-To-End 
IT Delivery 

A single partner to  
deliver everything from  
platform enablement to  

modern applications and  
everything in between. 

Frameworks to 
Accelerate Your 

Journey

Modern app, platform and  
operations frameworks  

designed to rapidly achieve  
the outcomes that your  

business needs. 

Enable the  
Enterprise  
Workforce 

Your partner focused on  
driving modern practices  
and teaching your teams  

every step of the way. 
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Where We Deliver

Run

Build

Innovate

 > Monitoring  

 > Auditing  

 > Logging  

 > Day 2 Ops  

 > Config Management  

 > Patch Management 

 > Automation

 > VMs 

 > Containers 

 > Serverless  

 > Network  

 > Cloud Services 

 > Automation

 > Cloud native 

 > CI/CD 

 > Modern Digital Apps 

 > API’s 

 > Speed to Value

Any Cloud. Any Platform. Any Application Stack.
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About AHEAD
AHEAD builds platforms for digital business. By weaving together 
advances in enterprise cloud infrastructure, intelligent operations, and 
modern applications, we help enterprises deliver on the promise of digital 
transformation. 

To learn more about how we help enterprises accelerate their modern apps 
journeys, visit www.thinkahead.com or email contact@thinkahead.com.  

CHICAGO
401 Michigan Ave. 
#3400 
Chicago, IL 60611

ATLANTA
1117 Perimeter Center 
W406 
Atlanta, GA 30338

www.thinkahead.com
National Hubs NASHVILLE

5300 Virginia Way

Brentwood, TN 37027

http://www.thinkahead.com
mailto:contact%40thinkahead.com?subject=

